
Accuracy, security and reliability are the cornerstones of the ES&S development process for each 
voting system we manufacture and sell. From concept to construction, ES&S adheres to industry-
leading standards and complies with rigorous testing schedules set forth by federal and state 
election agencies. Upholding and perpetuating the integrity of our nation’s election process is our 
continuing mission as a company.

The DS850 uses key-locks and security seals to protect the unit against tampering or intervention 
in system operations. All data ports and the power switch are secured behind clear plastic lockable 
and sealable access doors to protect access and allow election officials to detect unauthorized 
access easily. All critical hardware components can be locked and sealed, as well. It also provides 
additional alerts and logs access to the back service door. 

The DS850 has no capability to write or otherwise change the election program once installed. The 
contents of the DS850 election media are digitally signed and verifiable using the application. The 
design does not include any form of manual election data entry or manipulation, thus providing a 
general safeguard for critical election data. All administrative functions are limited to the controls 
allowed through the touch screen interface, for machine operation only.

The DS850 provides options for both real-time printed and electronic logging of all activity 
performed, with the ability to reprint logs on demand or export electronic logs for complete review. 
The DS850 logs all passcode attempts, whether successful or failed, to the digitally signed audit 
log. In addition, all user actions (such as administrative selections and open and close poll events), 
whether successful or failed, are written to the audit log. Only the DS850 system can create, read, 
modify, and delete the audit log/
inventory as the user interface is 
locked out of this functionality. 

The DS850 uses digital encryption 
and signing of key configuration and 
data files for complete integrity of 
the election and results. All DS850 
data is signed with FIPS-compliant 
digital signature algorithms. All 
data generated is also signed so 
the program receiving the data can 
validate it.
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